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Abstract. Federated Neuromorphic Learning (FNL) applies Spiking
Neural Networks (SNNs) to enable energy-efficient collaborative learning
on devices without centralizing data. However, integrating Differential Pri-
vacy (DP) introduces critical changes to the SNN firing dynamics, which
propagate to server coordination strategies. This paper investigates DP-
induced firing-rate distortions and their influence on global model conver-
gence and generalization. Experimental ablation studies across privacy
budgets and clipping bounds highlight firing distortions directly related
to global accuracy degradation. Additionally, client selection instabilities
related to DP noise degrade the model aggregation performance. The re-
sults reinforce that firing-rate-based FNL strategies are fragile under DP
and require precise calibration to maintain the effectiveness of federated
coordination.

1 Introduction

Federated Neuromorphic Learning (FNL) explores collaborative Federated Learn-
ing (FL) of on-device Spiking Neural Networks (SNNs). SNNs have emerged as
a promising alternative to conventional Artificial Neural Networks (ANNs) be-
cause event-driven computation can substantially reduce power, latency, and
memory traffic [1]. These features enable collaborative on-device training across
resource-constrained clients [2].

In practical deployments, however, FL on user-generated data must satisfy
additional privacy guarantees [3]. An established privacy mechanism in the
literature is the Differentially Private Stochastic Gradient Descent (DP-SGD),
where clipped per-example gradients and Gaussian noise are applied [4]. When
DP-SGD is used for SNN training, such perturbations do not inject noise into
spikes. However, they can still indirectly alter the parameters controlling synap-
tic spikes and thresholds [5], potentially distorting SNN firing rates. Recent
studies have introduced firing-rate–aware coordination strategies for FNL [6, 7].
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However, the impact of differential privacy mechanisms on these rate-based co-
ordination dynamics remains insufficiently understood and lacks a more in-depth
characterization.

In contrast to prior studies that primarily evaluated the sensitivity of feder-
ated SNNs to privacy noise from a coordination-dynamics and resource-efficiency
perspective [8], this work investigates the DP-noise influence on training conver-
gence and the stability of global model aggregation. We detail the LIF dynamics
under stochastic settings and demonstrate that the bias introduced by DP-SGD
perturbs firing rates, altering their statistical distribution, which in turn re-
shapes the trajectory of global accuracy during training. This establishes a
direct relationship between DP-induced firing-rate distortions and global accu-
racy degradation. Furthermore, through ablations on an event-driven dataset,
we quantify both how privacy budgets (ε, δ) and clipping C reshape firing-rate
statistics and how they influence the global model accuracy and convergence.

2 LIF Neuron Dynamics under Stochastic Settings

Primary computational units of Spiking Neural Networks (SNNs) are commonly
modeled as a Leaky Integrate-and-Fire (LIF) neuron model [9]. The LIF neu-
ronal subthreshold dynamics in continuous time are given by:

τm
dVt
dt

= −
(
Vt − Vrest

)
+RIt, (1)

where τm is the membrane time constant, Vt is the membrane potential, Vrest is
the resting potential, and RIt is the input current scaled by membrane resistance
R. Let Vth denote the firing threshold and Vr the reset potential. A spike s is
emitted whenever Vt− ≥ Vth. Upon a spike, the state is reset Vt+ ← Vr and held
during an absolute refractory period τref .

Let θi,j be the synaptic weight connecting a pre-synaptic neuron i in layer
ℓ−1 to neuron j in layer ℓ. The input current Ij to a neuron j can be expressed
as follows:

Ij =

nℓ−1∑
i

θi,j · si (2)

Therefore, based on LIF dynamics (Equation 1), we can consider that the firing
frequency of neuron j is a function of Ij .

In a deterministic case (without noise in Ij) and Vrest = Vr, if Ij is large
enough to reach the threshold before complete decay, the firing frequency can be
approximated by fj ≈ [τref + τm ln (Ij/[Ij − Ith])]−1

, where Ith is the minimum
current required to reach the firing threshold [5]. Note that the firing frequency
is inversely proportional to the total time required for the membrane potential
to reach threshold, which in turn depends on how strong Ij is. Furthermore, fj
(and therefore νj) is a monotonically increasing function of the input current Ij .
For Ij ≪ Ith, ν grows slowly, approaching zero near threshold. For Ij ≫ Ith, ν
increases and converges asymptotically to 1/τref .
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The dynamics discussed are expected to be in stochastic settings when It
contains an additive white-noise component (“noise-assisted” spiking is a classic
result for IF models [5]). Based on Equation 2, note that a stochastic contribu-
tion to synaptic weight θ can cause the membrane potential to drift away from
the reference trajectory. Figure 1 describes the behaviour of a LIF neuron in this
stochastic case. Note that even if s is constant (or approximately constant), the
neuron may fire stochastically due to variations in synaptic weights. Because
the weights θ, in this case, follow a random trajectory due to the added noise,
the membrane potentials fluctuate stochastically, and this results in ν exhibit-
ing higher variance across training iterations compared to the deterministic case.
Furthermore, if Vt is close to Vth, even the small weight perturbations can flip
a neuron from silent (s = 0) to spiking (s = 1) or vice versa. This threshold
sensitivity amplifies the variance in νj .
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Fig. 1: LIF behavior under noised synaptic weight θ. The pre-synaptic spike
remains constant s = 1 and Vrest = Vr. Right. θ under Gaussian noise with
variance σ. Left. Vt under noise. We adopted R = 1, τm = 10 ms and Vr = 0.

3 Privacy-Preserving FNL

Federated Neuromorphic Learning (FNL) explores collaborative FL for on-device
neuromorphic computation models, such as Spiking Neural Networks (SNNs) [2].
A standard cross-device FNL setting comprises a central server and K resource-
constrained edge clients. In each communication round r, the server selects
a subset P of clients and broadcasts the current global parameters Θr. Each
selected client k performs E local training steps on its private dataset Dk, pro-
ducing a local update Θk,r, which is then transmitted back to the server. The
server aggregates the received client updates to compute the next global model
parameters.

Additional privacy requirements are incorporated in FNL by the introduction
of DP-based noisy gradients into training methods [3]. At example-level DP, each
FNL client is noised during local training via Differentially Private Stochastic
Gradient Descent (DP-SGD) [4]. Formally, in DP-SGD with per-example clip-
ping at norm C and Gaussian noise multiplier σ, the noisy mini-batch gradient
at local step t is defined by:
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g̃t = ḡt +
σC

B
ξt, ξt ∼ N (0, I), (3)

where ḡt is the clipped average gradient measured by:ḡt = 1/B
∑

b clipC(gt,b).
To improve FNL coordination, strategies were developed that are based on

the firing rate. We can calculate the empirical firing rate of a neuron from its
spike-emission behaviour [8]. Let sb,j,t ∈ {0, 1} be the spike of neuron j at time
t to example b. For a time window of length T and batch of size B, we can
calculate the per-neuron firing rate by νj = 1/B T

∑
b

∑
t sb,j,t. We can derive

a neuron-weighted layer rate νℓ for a layer ℓ, and a network-wide rate via across
layers, i.e., νk = 1/n

∑
ℓ ωℓν

ℓ with ωℓ ∝ nℓ.
In [6], the server computes a rate-dependent coefficient for each client k in

round r as follows:

ζk,r =
1√
2π σr

exp
(
− (νk,r − µr)

2

2σ2
r

)
, (4)

and performs an global aggregation with λk,r = κβk,r ψk ζk,r and Θr = (1 −
λk,r)Θr−1+λk,rΘk,r, where µr and σr are round-wise statistics of firing rates, Θ
is a parameter set, βk,r accounts for information age, and ψk for the sample size
of client k. In [7], the client selection is posed as a credit-assignment problem in
which the credit is a function of firing rate. In each FL round, the server samples
a candidate client set and selects the top-P clients by the squared rate change
∆νk =

∑
l[νk(Θk)− νk(Θ)]2, where νk(Θ) denotes the network-wide firing rate

using local (Θk) or global (Θ) parameters.
In these settings, however, DP-SGD can significantly perturb them, affecting

the rate-based FNL global aggregation and client selection [8]. Large inter-
client variability of firing rates (high σr) can cause poor discrimination across
clients, and concentrate the global update on near-median clients. In addition,
it can lead to global updates dominated by clients that do not necessarily have
genuinely informative gradients. Note that these perturbations can induce a
bias in global updates, directly pull down the global model accuracy, and slow
the learning convergence time, especially under non-IID data. Additionally,
instability and randomization in client selection (∆νk perturbation) lead to the
server frequently picking different clients across rounds, even when underlying
conditions are similar. This can result in large accuracy gaps because the server
can promote clients that should have low influence and demote those that should
be high.

4 Ablation Studies

We utilize the Google Speech Commands (GSC) dataset as a representative
edge-relevant, event-driven benchmark. Audio waveforms are converted into
spike trains via the Speech2Spikes (S2S) encoder with a temporal resolution of
T = 200. Training is federated across K=10 clients. We adopt class-conditional
Dirichlet splits with a concentration parameter α = 1.0 to emulate realistic
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data heterogeneity. We use a compact SNN provided by NeuroBench for the
GSC task [10]. All LIF layers use the fast-sigmoid surrogate for gradients and
Vth = 1.0. Each experiment runs for 10 global rounds and 1 local round.

We summarize the privacy budget and clipping effects on rate statistics and
global model accuracy in Figure 2. The federated learning is performed using
the standard cross-device FNL setting, and local models are aggregated based
on the coefficient derived from the related client’s average firing rate [6]. When
DP is enabled, we apply DP-SGD with target privacy budgets ϵ ∈ {0.5, 1, 2, 5}
at fixed δ and per-example clipping norm C ∈ {0.2, 1}. Non-DP runs (i.e., ¬DP)
serve as references.
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Fig. 2: Average network-wide firing rate µr and global model accuracy of abla-
tions over 5 seeds.

The ablations over privacy budgets and per-example clipping norms show
that enabling DP-SGD systematically distorts firing-rate statistics. At client
level, we obtained a mean Root Mean Square Error (RMSE) of 1.5×10−2 across
νk of reference (¬DP) and differentially private models, while the mean RMSE
across layer rate νℓ was 5 × 10−2, indicating that DP affects firing dynamics
not only globally but also heterogeneously across layers. Beside this, still from
Figure 2, we observe a clear relationship between the round-wise average firing
rate across clients (µr) and global model accuracy. At server level, distortions
track the degradation in global model accuracy. In particular, tighter privacy
(smaller ϵ) and more aggressive clipping (smaller C) introduce stronger gradient
bias and noise, which drive the network toward a lower-firing regime (reduced
µr) and yield consistently lower global accuracy relative to the non-DP baseline.
Moreover, decreasing C reduces µr across rounds, consistent with stronger clip-
ping bias attenuating effective updates. Conversely, a larger C more faithfully
preserve the true gradient, allowing a high-firing regime. Hence, the model can
capture specific data features and deliver a superior global performance (i.e.,
better generalization).

When using the client selection strategy based on ∆νk (with P = 5), we
observed displacements of up to 9 positions in the client influence ranking and
a considerable degradation in global accuracy between the reference and differ-
entially private learning. Under considerable gradient bias (C = .2), when the
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Kendall-τ rank correlation coefficient reaches −0.468, private learning reduces
its global accuracy by 6%, delaying the round at which it achieves top accu-
racy. We observe that the primary reason for this degradation is that the server
overweights suboptimal updates and selects inconsistent clients across rounds.

5 Conclusion

This study investigates how example-level DP-SGD disrupts rate-aware coordi-
nation in FNL with LIF-based SNNs, demonstrating that the bias and variance
induced by DP in firing rates act as primary drivers for global accuracy degra-
dation. We show that DP-induced shifts in firing-rate statistics closely track
global accuracy degradation, revealing a structural relation between firing dy-
namics and performance. Furthermore, DP destabilizes client selection by alter-
ing influence rankings, leading to a suboptimal model aggregation performance.
Our analysis is restricted to LIF-based SNNs and a single federated event-driven
task, leaving broader tasks and per-layer clipping/accounting strategies for fu-
ture investigation.
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