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Abstract. Evaluation is an integral part of developing machine learn-
ing and Al-based systems for real-world applications. Given the trans-
formative changes induced by ML/AI systems like large language models,
evaluation needs to go beyond performance and include robustness, fair-
ness, user perception, and legal compliance to ensure responsible usage.
Further, evaluation practices need to also consider the full range of ap-
plications beyond the classic batch setting of machine learning, i.e., data
streams, recommender systems, reinforcement learning, and foundation
models. This paper provides an analysis of current evaluation practices
and gaps across settings and dimensions, and argues for holistic, repro-
ducible evaluation beyond benchmark performance.

Recently, machine learning (ML) and artificial intelligence (AI) research has
been grappling with an evaluation paradox: while ML systems, especially large
language models (LLMs), appear to perform ever better in benchmarks, outper-
forming humans in many cases, this performance does not translate to success
of deployed ML/AI systems in the real world, with 95% of AI projects in indus-
try failing to provide meaningful return on investment [1, 2, 3]. This highlights
the need to rethink evaluation to keep pace with current developments. First,
the appearance of foundation models, including LLMs, poses new challenges as
foundation models are intended for, and hence need to be evaluated on, many dif-
ferent tasks at the same time [1, 3]. Being trained on huge amounts of data from
the internet, data leakage between test benchmarks and training data becomes
a considerable risk [4]. Second, we observe an increase in real-world applica-
tions beyond batch machine learning, inducing additional challenges, like noisy
data and dynamic environments, which need to be reflected in the evaluation
process [5]. Third, when applying ML/AI systems in settings that affect human
users, there is a need for evaluation beyond performance: Considering robust-
ness and safety, fairness, explainability, privacy, and legal aspects in addition to
performance is paramount to ensure performant and accountable application of
ML/AT systems [6].

In this tutorial paper, we will analyze the state of evaluation along two
axes (see Table 1), namely evaluation dimensions and settings. In terms of
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dimensions, we consider performance, compliance with regulatory frameworks
(as discussed in Section 4), user perception (Section 3), fairness (Section 2), and
robustness (Section 1). In terms of settings, next to the traditional batch setup,
we consider all these criteria for non-stationary (streams), foundation models and
LLMs, recommender systems, and reinforcement learning. Next to summarizing
the current evaluation strategies, we identify weak spots and research gaps.

1 Robustness

Besides the accuracy of a model, its robustness is a key requirement when apply-
ing ML models in real-world settings. Moving from carefully curated datasets
or simulated data to real-world applications, we have to consider more noisy
data due to the nature of the applications, a potential sim2real gap, or imper-
fect sensors and measurement procedures [5, 30]. In case of minor variation in
the observed data, we still require our models to work reliably and behave as
expected to ensure their safe and compliant usage. In other words, we require
models to be robust [5]. However, most ML models are not robust by design.
In particular, many deep neural network-based approaches are vulnerable to ad-
versarial attacks [40], meaning that a slight perturbation in the input, which is
usually bounded by e with respect to some norm ¢, results in a change of the
model output, e.g., in the prediction of a different class. Thereby, the changes
are sufficiently subtle, such that they are often overlooked by humans.

To empirically evaluate the adversarial robustness of a ML model, in a first
step, the threat model needs to be defined. This includes the goals of the ad-
versary, their capabilities, and their knowledge about the attacked ML system.
Based on that threat model, corresponding attacks are attempted to break the
ML model and thereby evaluate its robustness. Using adaptive adversaries,
i.e., considering a dynamic setup where the adversary can adapt to changes
implemented in the model, is crucial to get a good estimate of the real-world
adversarial robustness [7]. Evaluation in the batch setting frequently benefits
from reproducibility (including publishing of source code and pre-trained mod-
els, alongside the usage of several frameworks). [7] provide a practical guide
on evaluating adversarial robustness and common evaluation pitfalls. An al-
ternative regime to empirical evaluation is so-called formal verification [41, 8].
Adversarial robustness (and some other properties, e.g., fairness metrics) can
be formally proved or disproved (and thereby be positively or negatively eval-
uated). Originating from traditional program verification, formal verification
relies on mathematical methods. While it provides formal guarantees, it has a
much higher computational cost than empirical evaluation. Thus, the evaluation
of large state-of-the-art artificial neural networks is currently infeasible [8].

Evaluating LLMs introduces a much broader landscape of what is meant by
robustness: For instance, we would like the models to be robust with respect
to minor modifications in the prompt (e.g., to rephrasing, usage of synonyms,
or different input formats). Besides, the models should be robust to prompt
injection and jailbreaking as well as distributional changes or drift. While the
first benchmarks have been proposed to evaluate these robustness aspects, e.g.,
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with focus on adversarial robustness [1], more work is required. In particular,
considering dynamic evaluation strategies and covering domain-specific scenarios
is crucial to get an estimate of how robust LLMs are in real-world scenarios [1,

Learning from non-stationary datastreams requires models that robustly
adapt to distribution shifts. Thus, evaluating the performance of adaptive mod-
els under drift can be understood as a robustness evaluation. To better estimate
how such models react to changes in real-world scenarios, there is a need for
better datasets beyond the currently limited synthetic and real-world datasets
[21].

The robustness of recommender systems is of particular interest to keep user
experience, and, hence, business value, when faced with very noisy and ma-
licious input. While many works explore more robust techniques, evaluation
lags behind. In particular, it is done inconsistently with no agreed-upon bench-
mark datasets [30]. Similarly, robustness is a crucial aspect when it comes to
reinforcement learning: When deploying RL-based systems in real-world set-
tings, changes to the environment or other perturbations are to be accounted
for. While an increasing body of work focusing on developing robust methods,
again, the evaluation strategies are still very scattered, and for instance, lacking
standard benchmark tasks and common baselines [5].

2 Fairness

Kicked off by high-profile scandals about apparent discrimination due to auto-
matic decision-making systems in hiring, banking, and criminal justice, fairness
research in machine learning has exploded over the last decade [9]. Most fair-
ness research has focused on the batch classification setting with binary labels
where the positive class is associated with a positive outcome (e.g. getting a job,
getting a loan from a bank). In such a setting, a metric of (un-)fairness is the
difference in rates of positive decisions between a protected group (e.g. women)
and everyone else, which relates to the fairness definition of demographic parity
[9]. Evaluating such a metric is relatively straightforward (provided that data
about protected group membership is available) and can be performed via auto-
matic tools, such as Aequitas [42]. Hence, such evaluation practices have already
found their way into regulation, with the Al act providing a special provision to
collecting data to evaluate bias (relating to group fairness) in ML/AI systems
(Art. 10.5). However, different fairness definitions yield different fairness met-
rics, and definitions can contradict each other [9]. For example, equalized odds
and equal opportunity consider classification errors instead of rates of positive
decisions, which can be at odds with reducing demographic parity. Even worse,
many fairness definitions are hard to evaluate in the first place. For example,
individual fairness requires that similarly situated individuals are treated simi-
larly, which can only be evaluated if an agreed-upon definition of similarity exists
that is hard to construct in practice [43]. Causal fairness requires that protected
attributes do not causally influence the prediction of the classifier, which can
only be evaluated if a full causal model of the scenario is available, which is hard

108



ESANN 2026 proceedings, European Symposium on Artificial Neural Networks, Computational Intelligence and
Machine Learning. Bruges (Belgium) and online event, 22-24 April 2026, i6doc.com publ., ISBN 9782875870964.
Available from http://www.i6doc.com/en/.

to obtain in practice [44]. For a full overview, we point to [9]. For more details
on the workflow for fairness evaluation, refer to [45]. Further, Birhane has criti-
cized fairness research for failing to take the perspective of affected, marginalized
groups into account, who should arguably be the evaluators of whether they are
treated fairly instead of automated metrics [10].

While most research on fairness in machine learning has focused on a batch,
binary classification setting, other settings have also been studied. Fairness in
recommender systems, in particular, has been a focus early on with the over-
arching goal of ensuring that the generated recommendations benefit everyone
equally [43, 31]. Importantly, fairness does not only concern the users who re-
ceive recommendations but (perhaps more so) the content providers who have
an interest in their content being recommended. The underlying definitions (and
hence, evaluations) are often translated from the classification setup, with group
fairness and individual fairness being the most prominent [31].

Fairness research regarding foundation models has mostly focused on stereo-
typed outputs, such as image generators generating images of white men in re-
sponse to queries like “doctor” or large language models imputing stereotypical
genders when translating sentences [36]. Evaluation metrics of fairness typically
take into account the strength of stereotypical associations, either in the embed-
ding space of the model or in the generated outputs, e.g. how strongly masculine
versus feminine words are associated with certain occupations (like doctor). Still,
the community has not agreed on a metric and all common metrics are imperfect
operationalizations of the actual harm.

A notoriously challenging setting for fairness evaluation are dynamic setups.
[46] provide a first framework for generating realistic inherently unfair, and drift-
ing data streams. Beyond this, more work on drift-aware evaluation protocols
is required [22]. For fairness, feedback loops are particularly important: For
example, if a bank decides to grant a loan, this decision contributes to the appli-
cant having enough resources to pay back the loan, introducing a self-fulfilling
prophecy effect that has also been dubbed performative prediction [47, 23]. The
most mature approaches to handle this direction of study is, perhaps, most ad-
vanced in reinforcement learning, where fairness can be defined as equal rewards
across actors (and related notions) [34]. Still, the practical evaluation of fair-
ness remains challenging as it requires long observations that representatively
cover likely scenarios to evaluate the reward distribution across actors compre-
hensively. As such, many studies remain constrained to simulation.

3 User Perception

Human-centered evaluation of ML/AT systems covers a wide range of aspects, in-
cluding interface design and usability, model-side factors, and interaction aspects
between humans and models [48, 49]. Explainability has emerged as a prominent
focus directly mediating between users and Al, and is audience-centered by de-
sign. An explanation only works if it makes an ML/AT system understandable
in the context of the task to the people who must interpret or act on it [50,
14]. Good explanations are faithful to the underlying system, understandable to
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the intended audience, useful and actionable for the observed task, and stable
enough to support reliable reasoning across similar cases [13, 50]. Therefore, ex-
planation design and evaluation are artifact- and stakeholder-specific, meaning
there is no one best explanation format that fits them all [51, 13]. To identify the
best explanation for each use case, studies typically rely on user questionnaires
(most common instruments summarized in [52, 14]). Interviews, observation of
use, simulations, case studies, expert studies, expert evaluation, self-reports, and
visual assessments have also been utilized in prior works [11]. The dimensions
guiding the evaluation are not standardized and vary across studies. However,
surveys show trustworthiness is most commonly evaluated [12, 52]. Other di-
mensions in focus are informativeness, user satisfaction, causality, transferabil-
ity, confidence, fairness, accessibility, interactivity, and privacy awareness [12,
13, 50].

The main gap in research is the lack of standardized evaluation frameworks
and metrics, leading to weak comparability across studies [25, 53, 52]. Some
controlled evaluation frameworks that fix most study conditions while varying
specific explanation factors to enable systematic comparison have been pro-
posed [54], but such frameworks remain sparse and typically limited to narrow
tasks or explanation types. This is compounded by the heterogeneity of XAI
goals and domains, where the evaluation setup (target users, task, medium, and
explanation format) strongly shapes what can be concluded [12]. The challenge
is amplified in non-stationary settings when faced with concept drift and uncer-
tainty, as explanations and trust calibration (i.e., aligning users’ confidence and
reliance with the system’s actual reliability) can degrade over time [25]. Relying
primarily on (standardized and validated) questionnaires enables comparabil-
ity, but narrows data collection; adding interviews and observational methods
would yield richer data [12]. There is no lack of validated instruments for popu-
lar goals (trust, informativeness, satisfaction), but fewer validated measures for
less-studied goals [12, 53], alongside weaknesses in participant recruitment and
sampling. Studies often draw from easily accessible samples (crowdsourcing plat-
forms, general audiences, and students), leading to lower external validity [12]
and weakening the results [53]. Participatory design and inclusion of impacted
or vulnerable stakeholders, motivated by the power imbalance and accountabil-
ity concerns, are still relevant [25]. Finally, the field is dominated by short,
single-session evaluations; long-term or longitudinal evidence on whether expla-
nations support calibrated use over time remains rare [12]. Intriguingly, the
limited longitudinal studies that do exist reveal unexpected or even adverse ef-
fects of explanations [55]. For emerging LLM-based conversational explanations,
evaluations remain dominated by exploratory user studies and questionnaires,
with limited objective task-based protocols and fragmented evaluation proce-
dures across systems [37].

User-evaluated XAI systems most often use deep learning and classification
models [12]. Batch classification and regression models have the most mature
evaluation toolbox (Table 1) of proxy metrics and tests, but key issues remain:
mixing plausibility with faithfulness and using proxy scores to probe human use-
fulness [53, 56]. For foundation models and LLMs, evaluations are less mature, as
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explanations are generally post-hoc and lack ground truth, so studies frequently
build on qualitative assessment of human preference judgments, rather than
faithfulness protocols [25, 37]. For streaming or non-stationary classification,
evaluations must address the temporal reliability of explanations, yet drift-aware
benchmarks and standardized protocols remain sparse [24, 25]. In recommender
systems, evaluation is largely user-centered (focused on transparency, trust, ef-
fectiveness, efficiency, and satisfaction) with some A/B tests [32]. The studies
frequently measure explainability coverage (e.g., fraction of explainable items,
mean explainability precision and recall, feature matching/coverage/diversity)
rather than faithfulness or helpfulness of explanations in user decision-making.
Key gaps are non-standardized measures for responsiveness and cognitive load,
and fragmented HCI taxonomies [32]. Finally, in reinforcement learning, expla-
nations (commonly counterfactual or causal) are typically evaluated indirectly,
through task performance of user perception with few standardized metrics, and
recurring reproducibility and comparability concerns [12, 25].

User evaluation of explanations remains methodologically fragmented. Stud-
ies frequently rely on proxy metrics and questionnaires, rarely validate results
longitudinally or under realistic deployment conditions (e.g., concept drift), and
lack a universal evaluation protocol. We therefore argue against single-metric
evaluation of explanations and recommend a layered, reproducible strategy that
aligns targets with stakeholder goals and artifacts, combines proxy checks with
task-based mixed-method user studies, and standardizes reporting to enable
replication and cross-study comparison [14, 25, 57].

4 Compliance

The decisive question regarding the evaluation of ML/AI systems in terms of
regulatory compliance is whether it can be deployed defensibly under the appli-
cable rules, and whether evidence for compliance can be produced on demand.
For high-risk systems under the EU AI Act,!+2 this largely translates to produc-
ing technical documentation and demonstrating adherence to relevant technical
standards (e.g., ISO/IEC standards [6]), including documentation of system de-
sign and overall algorithmic logic [58]. Importantly, legal regulations seldom
mandate the trustworthy AT approaches of the machine learning literature (such
as explainability, fairness, and transparency). Rather, regulations require pro-
viding appropriate information/documentation to users, and putting in place
suitable oversight measures [59], such as assessments, audits, disclosures, in-
ventories, and red teaming [60]. Consequently, compliance-oriented evaluation
emphasizes auditable artifacts and life-cycle evidence rather than ML metrics.
Importantly, compliance refers to the entire ML /AT system (in a certain ap-
plication context) and is typically not evaluated for a machine learning model in

LEU AI Act: https://artificialintelligenceact.eu/the-act, accessed on February 4th, 2026.

2Beyond the EU Al Act, global Al governance is shaped by a mix of treaty-level instru-
ments (e.g., the Council of Europe Framework Convention on AI), voluntary governmental
risk frameworks (e.g., the NIST AI Risk Management Framework), and international princi-
ples (e.g., the OECD AI Principles, the UNESCO Recommendation on the Ethics of AI).
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isolation. A requirements-to-metrics perspective treats compliance as a transla-
tion problem from legal obligations to testable predictive and compliance proxies
and supports trade-off mapping for auditable model selection [15]. To address
frequent system updates (e.g., drift and continuously updated recommenders),
Continuous Audit-Based Certification (CABC) [26] shifts from point-in-time au-
dits to automated, continuous auditing against predefined quality requirements,
using MLOps artifacts as evidence inputs and enabling renewal /revocation deci-
sions. Lifecycle audit catalogs (e.g., TUV AUSTRIA Trusted Al framework [61],
ML auditing core criteria catalog [62]) structure evaluation as a system-wide
evaluation across security, functionality, and governance. Where transparency
conflicts with confidentiality (e.g., proprietary models or sensitive data), ZKM-
LOps [63] proposes cryptographic compliance evidence via Zero-Knowledge Proofs
integrated into the MLOps lifecycle. Domain-specific pipelines operationalize
fairness, privacy, and oversight in their particular area (e.g., education) [33].
For LLMs, required auditing pipelines are inherently multi-level, distributing
compliance requirements across provider-, model-, and application-level compo-
nents [38]. Finally, data-quality checklists [64] complement end-to-end pipelines
by structuring compliance-relevant judgments, but often leave concrete measure-
ments and acceptance criteria to domain experts, which limits comparability
across use cases.

A recurring practical issue is that compliance requires evidence artifacts, yet
documentation is often sparse in practice, making auditing difficult [29]. Pro-
posed artifacts range from documentation templates [16, 17, 18] and structured
metadata [19] to tamper-resistant logging mechanisms [27, 28] and audit re-
ports that summarize compliance-relevant evidence for human validation [20].
Thus, in practice, batch classification settings may operationalize compliance via
dataset and model documentation and post-hoc audits, whereas recommender-
and streaming settings depend more on continuous monitoring logs and change
management. Reinforcement learning systems additionally require documenting
the system’s operating constraints and oversight in deployment since behavior
emerges through interaction.

Recurring gaps in the literature include what constitutes “enough evidence”
for a sufficient compliance claim beyond checklists, and the lack of systematic
processes for translating legal texts into technical requirements. For LLMs,
early regulation-oriented suites exist (COMPL-AI® [39]), but remain rare. Fur-
ther challenges include strong domain dependence of operationalizations and—
despite efforts such as CABC [26]—standardizing methods for dealing with dy-
namic model changes. Finally, when human oversight is needed, it is not clear
how to integrate it effectively, and how to decide upfront when the human-in-
the-loop is required rather than optional.

3https://compl-ai.org
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5 Conclusion

In this paper, we analyzed the state of evaluation across evaluation settings and
dimensions. We found that evaluation in the batch setting is very advanced
across the different dimensions, with only compliance lagging behind. Similarly,
evaluation of performance is mature across most considered settings (with the
notable exception of foundation models). However, evaluation beyond perfor-
mance and the batch setting is still very preliminary.

Moving forward, holistic evaluation requires a shift from scalar scores to
entire evidence packages, including user and field studies, considering multi-
ple dimensions and providing sufficient documentation. Following this path,
trade-offs between different scores and criteria need to be accounted for. We
see immense opportunities in realizing such evaluation processes by relying on
interdisciplinary efforts, including experts from psychology, social sciences and
humanities, IT security, and law. Finally, next to the need for a life-cycle view on
evaluation, including continuous monitoring and longitudinal evidence, increas-
ing reproducibility by sharing protocols, benchmarks, and reporting templates
is crucial to translate benchmark success into deployment and resolve the eval-
uation paradox.
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