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Abstract.

Reliability, safety, and robustness are essential requirements for safety crit-
ical applications. Implementing these properties in artificial intelligence
based systems introduces additional challenges, particularly in the develop-
ment and validation of data driven models. To address these requirements,
new techniques are needed for assessing predictive uncertainty, ensuring
robustness against intentional or environmental input perturbations, inte-
grating explicit safety constraints into model architectures, and enabling
human oversight and interpretability to support auditing and supervision.

1 Introduction

Artificial Intelligence (AI) based systems are nowadays often deployed in safety
critical applications such as healthcare, energy, transportation, or critical infras-
tructures in general [1, 2, 3, 4] due to their ability to solve complex problems
efficiently. Nevertheless in such domains failures can have a significant impact
on environment or persons and in consequence ensuring the safety and reliability
of such Al-based applications has become a central concern to assure they oper-
ate reliable even under uncertainty and dynamic conditions [5]. This introduces
additional requirements for the development of machine learning (ML) models,
including the ability to work under unexpected or degraded inputs, maintain-
ing robustness against attacks, and supporting thorough validation and human
oversight. Addressing these challenges is key for the trustworthy adoption of Al
in safety-critical domains.
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In the following sections, this article reviews techniques designed to ensure
the reliable operation of ML models under the practical conditions encountered
in real-world systems. These include methods to maintain performance under
distribution shift, defend against adversarial attacks, and validate robustness and
generalization in safety-critical environments. Furthermore, the article summa-
rizes the contributions of the studies accepted for the special session on “Reli-
able, Safe and Robust AI Applications” of the 34th European Symposium on
Artificial Neural Networks, Computational Intelligence and Machine Learning
(ESANN 2026).

2 Safety-Oriented Machine Learning

2.1 Uncertainty

ML models are trained on datasets that frequently capture only some degree
of the variability of real-world environments [6]. As a consequence, their per-
formance can degrade when deployed under conditions that differ from those
observed during training [7] representing a challenge for the reliability of ML
models in real-world applications. Such discrepancies are known as distribu-
tion shifts, which describe a mismatch between training and real-world data,
or Concept drift, which represent changes in data-label based relationships over
time [8]. An additional difficulty arises when the model encounters inputs that
do not belong to any of the classes represented in the training set, a setting
known in the literature as open-set recognition [9]. Such application contexts re-
quire models not only capable of classifying known categories but also to identify
and appropriately handle previously unseen entities [10].

These challenges lead to the need for mechanisms that allow models to as-
sess the reliability of their own predictions [11], enabling them to detect when
they are operating under uncertain conditions. Uncertainty-aware mechanisms
estimate the reliability or confidence of a model’s prediction [11] and include
approaches such as Bayesian approximations [12], ensemble-based uncertainty
estimation [13], and evidential learning [14]. These methods aim to implement
alternative decision-making strategies if model uncertainty is high. For instance,
in the medical domain, model uncertainty must be taken into account and require
the opinion of a clinical professional [15] if necessary. Similarly, in autonomous
driving, systems should activate alternative safe decisions to avoid risk in uncer-
tain situations [16].

Complementary strategies are out-of-distribution detection, anomaly detec-
tion, or dummy-class modeling, which aim to identify inputs that fall outside the
learned domain [17]. Out-of-distribution and anomaly-detection methods usu-
ally rely on methods that focus on the match between the input and the training
distribution, for example by analyzing the softmax confidence [18] or measuring
distances in feature space [19]. Dummy-class approaches in-turn introduce an
explicit unknown class that recognizes samples that do not belong to any known
category, for instance by learning a shared prototype that represents unfamiliar
inputs [20].
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2.2 Security constraints

While ML implements data-driven learning, many real-world applications re-
quire explicit security constraints to ensure that certain conditions are always
satisfied [21]. Such constraints often are domain knowledge, regulatory require-
ments, or safety rules that must be met. To enforce them, constraint-aware
systems incorporate mechanisms such as rule-based logic, logical constraints, or
formal verification steps that guarantee model predictions remain within safe
settings [22].

Several strategies exist for embedding such constraints into machine learning
models [23]. One approach is to enforce hard constraints through post-processing
layers that adapt model predictions which are contrary to predefined rules [24].
Another strategy involves constrained learning, where the model is trained un-
der optimization constraints that encode domain-specific rules [25]. Another
approach are hybrid architectures that combine ML with symbolic reasoning or
rule-based systems implementing an additional mechanism for satisfying security
requirements [26]. Such architectures have been successfully applied in several
real-world domains. For instance, in autonomous driving to integrate neural
network decisions with explicit traffic rules [27] or in healthcare to combine ML
models with clinical guidelines integrating rule-based components to ensure that
the predictions are consistent with medical protocols [28].

2.3 Privacy preserving learning

The protection of user data is a legal requirement and must be taken into ac-
count when developing ML models based on sensitive information. A variety
of privacy preserving learning techniques have been proposed. Federated learn-
ing [29] enables collaborative model training across distributed systems without
transferring raw data reducing the risk of data leakages. Differentially Private
Stochastic Gradient Descent (DP-SGD) introduces calibrated noise into the op-
timization process to provide formal privacy guarantees [30] ensuring that the
contribution of a single data point cannot be reverse-engineered from the trained
model. These approaches contribute towards privacy safeguarding ML systems.

2.4 Robustness and stability

ML models are not only sensitive to natural variations in the input data but
can also be intensionally manipulated through adversarial attacks [31]. These
attacks introduce slight perturbations in the input to cause the model to produce
incorrect predictions. Such vulnerabilities represent a serious concern for the
deployment of ML systems in security-critical environments [2].

ML models can be compromised through several classes of adversarial at-
tacks. Gradient-based white-box attacks exploit access to model parameters to
find effective perturbations [32]. Optimization-driven attacks generate perturba-
tions through searches for the most imperceptible modifications that trigger an
incorrect prediction [31]. Black-boz query attacks operate without access to the

313



ESANN 2026 proceedings, European Symposium on Artificial Neural Networks, Computational Intelligence and
Machine Learning. Bruges (Belgium) and online event, 22-24 April 2026, i6doc.com publ., ISBN 9782875870964.
Available from http://www.i6doc.com/en/.

internal model parameters and rely on estimating gradients or decision bound-
aries through exploring the prediction space [33]. These attack strategies focus
on different type of model vulnerability and are addressed as a consequence by
different type of defensive mechanisms [34]. Adversarial training involves train-
ing on both clean and adversarial examples and is an effective defense strategy.
Other defense techniques include certified robustness which examines the model’s
behavior under bounded perturbations [35], randomized smoothing, which trains
over noise-perturbed inputs to create more robust models [36] or methods that
alm on removing adversarial perturbations before the prediction happens. In
domains, such as energy or healthcare such detection based approaches iden-
tify adversarially manipulated samples prior to proceed with the downstream
processing in the ML application [37].

Beside adversarial manipulations, robustness also encompasses stability test-
ing, which evaluates how model predictions change under unintended pertur-
bations such as noise, occlusions or environmental variations. Such evaluations
provide a broader view of model reliability by assessing sensitivity to naturally
occurring distortions and corruptions [38, 39]. These issues are particularly rel-
evant in autonomous driving, where models must operate reliably for instance
under adverse weather conditions or partial visual occlusions [40]. Stability test-
ing is closely related to stress testing, which aim to identify regions of the input
space where the model behaves unpredictably [41].

2.5 Validation

Safe deployment of ML models requires validation procedures that extend be-
yond conventional performance metrics used to evaluate the model’s perfor-
mance. In safety critical domains, AI safety focuses on verifying that mod-
els behave predictably across diverse operating conditions and comply with
domain-specific safety requirements [42]. In certain sectors such as healthcare, fi-
nance, and autonomous systems, these validation strategies are embedded within
certification workflows that require traceability, auditability, and compliance
with certain safety standards [2].

Many ML models do not make their decision logic explicit and instead oper-
ate as opaque black box models so that their validation relies on complementary
testing paradigms. Black-box testing evaluates end-to-end behavior, gray-box
testing incorporates partial knowledge of the model or data, and white-box test-
ing examines internal decision paths to uncover failure modes [43]. A common
approach for testing neural networks is coverage testing, where metrics such as
neuron coverage quantify how thoroughly the test set covers the network’s inter-
nal logic [44]. Such metrics help identify insufficiently tested neurons that can
hint to corner cases, situations that are rare and often underrepresented in the
training data space [45].
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2.6 Auditing

Human oversight and interpretability are considered essential for safe, robust,
and reliable AI systems. Human oversight provides a mechanism that enables
monitoring, intervention, and corrective action when models behave unexpect-
edly while interpretability focuses on making model reasoning transparent, sup-
porting tasks such as debugging or system auditing. ML models range from
opaque black-box architectures to intrinsically interpretable models with trans-
parent decision logic [46]. For black-box models interpretability approaches com-
prise post-hoc explanation methods such as saliency maps, feature attributions,
and counterfactual explanations [47, 48]. For example, counterfactual expla-
nations describe how a small change in an input value impacts the model to
predict a different class. In turn intrinsically interpretable models, such as deci-
sion trees or rule-based models allow humans to fully understand the underlying
decision logic [49]. These mechanisms enable humans to assess whether model
outputs align with domain knowledge, safety constraints, and ethical guide-
lines [47, 48, 50]. Different regulatory frameworks, such as the EU AI Act [51]
or the NIST AT Risk Management Framework [52], specifically require appropri-
ate human oversight, transparency, and explainability for high-risk Al systems.

3 Contributions to the ESANN 2026 Special Session

The special session on “Reliable, Safe and Robust AI Applications” at the 34"
European Symposium on Artificial Neural Networks, Computational Intelligence
and Machine Learning (ESANN 2026) consists of ten paper contributions. This
section summarizes these contributions in light of the previous sections.

Three contributions to the session address the use of ML models under uncer-
tainty. Arnold Brosch et al.’s paper on “Out-of-Distribution Segmentation via
Wasserstein-Based Evidential Uncertainty” [53] introduces an evidential deep
learning framework trained with Wasserstein loss to achieve uncertainty-aware
semantic segmentation in computer vision tasks. Their approach provides an out
of distribution aware segmentation model that captures the underlying proba-
bility distribution smoother and provides improved consistency and uncertainty
estimates. Benedict Franke et al. [54]’s paper entitled ”Revisiting Neural Acti-
vation Coverage for Uncertainty Estimation” revisits the use of neural activation
coverage (NAC), a technique originally proposed for out-of-distribution detec-
tion. This work extends NAC as an uncertainty-estimation method for pre-
trained neural networks in regression settings, demonstrating how activation-
based signals can provide meaningful insight into predictive reliability. Jiarui
Zhang et al. [55] introduce the Neuromodulated Delta Adapter (NDA), a mod-
ule that enables stable and efficient test-time adaptation for frozen Transformer
models under distribution shifts. NDA inserts a "rank-r fast-weight” bottle-
neck into each layer and updates these fast weights using a gated Delta rule
modulated by a three-factor signal. This neuromodulatory mechanism provides
adaptive gain control and ensures stable training.

The contribution of Luiz Pereiera et al. [56] concerns privacy preserving ML
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models. The work analyzes the sensitivity of a federated learning approach ap-
plied to spiking neural networks, a class of neuromorphic models. The authors
investigate how privacy-related factors and data distribution affect the learning
dynamics and robustness of these networks within a federated learning frame-
work.

The special session comprises also three contributions related to the topic of
adversarial attacks. The contribution of Jacub Hoscilowicz et al. [57] investigates
a specific class of adversarial attacks referred to as confusion attack designed to
intentionally destabilize multimodal Large Language Models. This type of attack
focuses on maximizing the next-token Shannon entropy of the model’s output
distribution bringing the model toward highly uncertain predictions. The study
shows how this type of attack influence the decoding process and identifies five
distinct modes of model failure related to maximized perturbation. The paper by
T. Tram Ho et al. [58] entitled “SPARC: Superpixel-based Black-Box Adversarial
Attack with Regional Confidence” presents an adversarial attack approach using
superpixel-guidance in a black box setting. The method segments images into
superpixels, identifies the most discriminative regions through occlusion-based
confidence scoring, and performs efficiently the perturbation generations based
on an optimization process, iteratively updating noise over selected superpixels
to maximize the attack objective under L.1/L2 norm constraints. Luca Pajola et
al. [59] introduces an adversarial attack that targets the model selection stage.
The study propose ”Model Selection Hijacking” (MOSHI), a framework that uses
a Variational Autoencoder to generate adversarial validation samples capable
of biasing automated model ranking. By perturbing only the validation set
this attack influences the model selection process toward suboptimal models,
for example those with poorer generalization. The approach is illustrated with
computer vision and speech recognition tasks.

A contribution which falls into the scope of interpretability is Fabrizio Leop-
ardi et al.’s paper [60] entitled ”Interpreting Logical Explanations of Classifying
Neural Networks” that presents a technique to make formal, logic-based ex-
planations of neural network decisions more interpretable for humans. Space
Explanations express classification pathways as logical formulas, which are often
difficult for users to understand. This study proposed using classical geomet-
ric interpretations to translate the logical explanations into more intuitive and
human understandable forms. Another contribution related to interpretability
is Akash Borigi et al’s [61] paper entitled “The Alignment Gate: Intent and
Instruction Guardrails for Agentic AI”. The article presents an interpretable
alignment framework for Agentic Al systems, aimed at reliably mapping user
intents to the system instructions that an autonomous agent should execute.
Its contribution is the introduction of a probabilistic association model that
quantifies how plausibly each instruction corresponds to a given intent, enabling
transparent and controllable decision-making.

Muhammad Ahsan et al.’s [62] paper relates to robustness techniques and
in particular proposed a mitigation technique against spurious correlations in
training data that lead to short cut learning in ML models. The proposed
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shortcut mitigation framework is based on a sparse autoencoder to distinguish
core and spurious features in the model’s embeddings, allowing them to identify
and mute shortcut neurons.
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