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Abstract. In this paper we prove that a randomized algorithm based on
the data generating dependent prior and data dependent posterior Boltz-
mann distributions of Catoni (2007) is Differentially Private (DP) and
shows better generalization properties than the Gibbs (randomized) classi-
fier associated to the same distributions. For this purpose, we will develop
a tight DP-based generalization bound, which improve over the current
state-of-the-art Hoeffding-type bound.

1 Introduction

Differential Privacy (DP) addresses the apparently self-contradictory problem of
keeping private the information about an individual observation while learning
useful information about a population [1]. In particular, a procedure is DP if
and only if its output is almost independent from any of the individual obser-
vations. In other words, considering a randomized algorithm, the probability
of selecting a certain model should not change significantly if one individual is
present or not. DP allowed to reach a milestone result by connecting the field
of privacy preserving data analysis and the generalization capability of a ran-
domized learning algorithm. In particular DP allows to prove that a randomized
learning algorithm which shows DP properties also generalizes [2, 3, 4]. In this
paper we will derive a tight DP-based generalization bound which improves over
the state-of-the-art Hoeffding-type bound.

Then, we will show how to use this result together with the recent results
of [5] in order to develop a DP algorithm, that we will call Catoni’s inspired
DP algorithm (CDP), which exploits the randomness introduced by the data
dependent posterior distribution developed by [5]. In particular we will show
that CDP possesses better generalization properties than a Gibbs (randomized)
Classifier (GC) which exploits the Catoni’s data generating dependent prior and
data dependent posterior distributions (CGC), and consequently the associated
Bayes Classifier (BC) [6, 7], even if they are both based on the same data depen-
dent posterior distribution. In particular we will compare our results with the
state-of-the-art ones based on PAC-Bayes [7]. Finally, we will show on a simple
example the importance of the results obtained in this paper by also underlining
some interesting properties which should be better investigated in the future.
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2 Differential Privacy and Generalization

Let us consider the binary classification problem where we have an input space
X and an output space Y = {−1,+1}. We indicate with PX , PY , and PZ
respectively the distributions over X , Y, and the cartesian product between the
input and the output space Z = X × Y. From Z we observe a series of n i.i.d.
samples s = {z1, · · ·, zn}. Z is a random variable sampled from Z according to
PZ . s is a dataset inside the space of all the possible datasets S = Zn. PS
is the distribution of probability generated by PZ over S. Analogously to Z,
S is a random variable sampled from S according to PS . We denote with ṡ
the neighborhood dataset of s such that s = {z1, · · ·, zi−1, żi, zi+1, · · ·, zn} where
i may assume any value in {1, · · ·, n} and żi i.i.d. with zi. We denote with

S̆ a subset of the space of datasets S: S̆ ⊆ S. Let us define with f : X →
[−1, 1] a function in a space F of all the possible functions and F̆ ⊆ F . A
randomized algorithm A : S → F maps a dataset s ∈ S in a function f ∈ F
with nondeterministic rules that can be encapsulated in a distribution PA over
F given s ∈ S. We also define an operator D̆ which maps a function f ∈ F into
a subset of all the possible datasets S̆. The accuracy of f ∈ F in representing
PZ is measured with reference to the hard loss function ` : F × Z → {0, 1}
which counts the number of misclassified examples. Hence, we can define the
true risk of f , namely generalization error, as L(f) = EZ`(f,Z). Since PZ
is unknown, L(f) cannot be computed. Therefore, we have to resort to its

empirical estimator, the empirical error L̂sn(f) = 1/n
∑n
i=1 `(f, zi). Let us recall

the definition of DP.

Definitions 1 ([1]). A is ε-DP if ∀f ∈ F and ∀s ∈ S we have that PA {A (s) =
f} ≤ eεPA {A (ṡ) = f}.

The milestone result of [2] shows that an ε-DP algorithm generalizes. In
particular two main results are derived. The first one is very general and shows
that if a function D̆(f) is defined for each element f ∈ F and the probability

that S ∈ D̆(f) is small, then the probability remains small if f is chosen based

on S and A . In other words the probability that S ∈ D̆(A (S)) remains small1.

Theorem 1 ([2]). Let A be an ε-DP. Let us suppose that PS{S ∈ D̆(f)} ≤ β,

∀f ∈ F . Then, for ε ≤
√

ln (1/β)/2n we have that PS,F {S ∈ D̆(F )} ≤ 3
√
β.

The second result, which builds upon Theorem 1, shows that the empirical
error of a function chosen with an ε-DP algorithm is concentrated around its
generalization error.

Corollary 1 ([2]). Let A be an ε-DP, then for any t > 0, setting ε ≤ t ensures

that PS,F {L(F ) ≥ L̂S
n (F ) + t} ≤ 3e−nt

2

.

The limitation of Corollary 1 is the slow convergence rate O(1/
√
n). When

the empirical error is small we would like to retrieve a Chernoff-type result [8].
For this reason let us recall the following inequality.

Theorem 2 ([8]). Given an f ∈ F it is possible to prove that PS{L(f) ≥
L̂S
n (f) +

√
4L(f)t} ≤ e−2nt2 .

1From now on with a little abuse of notation we will identify F = A (S).
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By combining Theorem 2 with Theorem 1 it is possible to prove the following
result which improves the state-of-the-art one of Corollary 1.

Corollary 2. Let A be an ε-DP, then for any t > 0, setting ε ≤ t ensures that

PS,F {L(F ) ≥ L̂S
n (F ) +

√
4L(F )t} ≤ 3e−nt

2

.

Proof. Let us consider Theorem 2. By setting in Theorem 2 D̆(f) = {s ∈ S :

L(f) ≥ L̂S
n (f) +

√
4L(f)t} and β = e−2nt

2

we have that for ε ≤ t the statement
of the theorem is proved.

Note that the rate of convergence of Corollary 2 can be faster with respect

to the one of Corollary 1. In fact when L̂S
n (F ) = 0 the convergence of the bound

can reach O(1/n). Corollary 2 can be further tightened by exploiting the exact
confidence intervals for Binomial tails.

Theorem 3 ([9]). Given an f ∈ F it is possible to prove that PS{L(f) ≥
Q[1 − δ;nL̂S

n (f) + 1, n − nL̂S
n (f)]} ≤ δ where Q[p; v, w] is the p-th quantile from

a Beta distribution with shape parameters v and w.

By combining Theorem 3 with Theorem 1, analogously to what has been
done for Corollary 2, it is possible to prove the following result which improves
the one of Corollary 2.

Corollary 3. Let A be an ε-DP, then for any t > 0, setting ε ≤
√

ln (1/δ)/2n

ensures that PS,F {L(F ) ≥ Q[1− δ;nL̂S
n (F ) + 1, n− nL̂S

n (F )]} ≤ 3
√
δ.

3 Catoni’s inspired DP algorithm

In order to define the CDP and compare its generalization performance with
the one of the CGC, we need to recall some preliminary additional definitions.
A GC draws an f ∈ F , according to a probability distribution Q over F , each
time a label for an input x ∈ X is required. For the GC, that we will call GQ,
we can define its risk together with its empirical counterpart [10], respectively

L(GQ) = Ef∼Q{L(f)} and L̂sn(GQ) = Ef∼QL̂sn(f). Let us recall the definitions of
ξ(n) [11], which is a function such that

√
n ≤ ξ(n) ≤ 2

√
n, and the Kullback-

Leibler Divergence kl[q||p] = q ln [q/p] + [1− q] ln [1− q/1− p]. Finally let us recall
the data generating dependent prior and data dependent posterior probability
distributions introduced by [5]. In particular, the density functions associated
to P and Q, respectively p(f) and q(f), are

p(f) = cpe
−γL(f), q(f) = cqe

−γL̂S
n(f), (1)

where γ ∈ [0,∞), while cp and cq are normalization terms. Catoni’s prior gives
more weight to functions with low generalization error while Catoni’s posterior
gives more weight to functions with low empirical error. γ regulates the decay
of these weights with the increase of the generalization or empirical error.

Let us recall the state-of-the-art PAC-Bayes based bounds over the general-
ization error of the CGC.

Theorem 4 ([10]). Given P and Q defined in Eq. (1) it is possible to state that

P{kl[L̂S
n (GQ)||L(GQ)] ≥ γ2/2n2 + γ/n

√
2 ln (2ξn/δ) + ln (2ξn/δ)/n} ≤ δ.
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Note that the rate of convergence of the bound of Theorem 4 ranges from

O( ln(n)/n) when L̂S
n (GQ) = 0 to O(

√
ln(n)/n) [10].

After bounding the generalization error of the CGC, we will bound the gen-
eralization error of CDP based on the results of the Section 2. First we have to
prove that CDP is private.

Theorem 5 (CDP Algorithm). Let us consider as A a randomized algorithm
which, given a dataset s, selects a function f ∈ F based on the density function

q(f) = cqe
−γL̂sn(f) where 1/cq =

∫
F e
−γL̂sn(f)df . A is 2γ/n-DP.

Proof. Let us apply the definition of ε-DP of Theorem 1:

P{A (s)=f}
P{A (ṡ)=f}

=
e−

γ
n

∑n
i=1 `(f,zi)∑

f1∈F e
− γn

∑n
i=1 `(f1,zi)

∑
f1∈F e

− γn (
∑n
i=1,i6=j `(f1,zi)+`(f1,żj))

e−
γ
n (

∑n
i=1,i6=j `(f,zi)+`(f,żj))

(2)

≤ e0∑
f1∈F e

− γn
∑n
i=1,i6=j `(f1,zi)e−

γ
n

∑
f1∈F e

− γn
∑n
i=1,i6=j `(f1,zi)e0

e−
γ
n

=e
2γ
n .

In order to better understand the result of this section let us clarify the
difference between the CDP and CGC. The training phase of the two algorithms
is exactly the same: s is sampled and q(f) is computed as defined in Eq. (1)
[10, 7]. The forward phase instead is quite different. For CDP once the function
f ∈ F is chosen based on the Q of Catoni, namely fC ∼ Q, each time a new
sample is sampled from PX , namely x ∼ PX , one has to apply the same fC to x
in order to obtain the label y = fC(x) [10]. For CGC instead, as also explained
at the beginning of this section, each time a new sample x ∼ PX has to be
labelled, one has to sample a new fC ∼ Q and then obtain the label y = fC(x).

At this point we can show that the empirical error of the function chosen
with CDP is tightly concentrated around its true expectation.

Theorem 6. Given the CDP, for any t > 0, setting γ ≤ n/2
√

ln (1/δ)/2n ensures

that PS,F {L(F ) ≥ Q[1− δ;nL̂S
n (F ) + 1, n− nL̂S

n (F )]} ≤ 3
√
δ.

Proof. The proof consists in noting that CDP is 2γ/n-DP as proven in Theorem
5 and then applying Corollary 3.

Note that Theorem 6 tightly connects DP and the generalization capabilities
of the CDP. Unfortunately, it is not possible to set independently γ and the
confidence of our statement. In order to be able to set the confidence level we
need to reformulate Theorem 6 by fixing γ based on our desired confidence level.
Since many γ are allowed we will choose the one that gives the tighter bounds.

Corollary 4. Given the CDP, which is 2γ/n-DP, if we set γ = 1/2
√
n ln(3/δ) we

can state that PS,F {L(F ) ≥ Q[1− δ2/9;nL̂S
n (F ) + 1, n− nL̂S

n (F )]} ≤ δ.

In order to compare the CDP and CGC we have to set γ = 1/2
√
n ln(3/δ) in

Corollary 4.

Corollary 5. Given P and Q defined in Eq. (1) with γ = 1/2
√
n ln(3/δ) it is pos-

sible to state that P{kl[L̂S
n (GQ)||L(GQ)] ≥ ln(3/δ)/8n +

√
ln(3/δ)/4n

√
2 ln (ξn/δ) +

ln (ξn/δ)/n} ≤ 2δ.
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The result of Corollaries 4 and 5 give us many interesting insights over the
learning process of the CDP. In particular, DP shows that in order to obtain
tight bounds we need γ to grow as O(

√
n). This means that if we have more data

in the training set, DP suggests that we can give more trust to the functions
with low empirical error as one can note from Eq. (1). Another way of looking
at the same property is from a DP point of view; the more data we have the
less noise is needed to preserve privacy. Finally, note that the CDP has better
generalization properties than the CGC. In particular, in the same conditions of
Corollary 4 where γ = 1/2

√
n ln(3/δ), the bound over the generalization error of

CDP of Corollary 5 converges as O(1/
√
n) in the general case and as O(1/n) when

the empirical error or variance are small enough. Instead, the CGC PAC-Bayes
based generalization bound converges as O(

√
ln(n)/n) in the general case and as

O( ln(n)/n) when the empirical error or variance are small enough.

4 Discussion

In order to fully understand the result retrieved in this paper let us consider
a simple example. In particular, a dataset is created, consisting of n ∈ 2 ·
{1, · · ·, 150} samples in a bidimensional input space: n/2 are equally spaced on a
circle of radius 1 and center (−c,−c) while the others n/2 are equally spaced on a
circle of radius 1 and center (c, c). We choose c ∈ {1/2, 1}, γ ∈ 10{−2,−1.9,··· ,3} and
δ = 0.05. We choose, as hypothesis space F , all the possible linear separators
in the input space. In this scenario, we tested the different results presented
in this paper in order to underline some properties. In Figures 1(a) and 1(d)
we reported the estimated generalization error based on Theorem 4 when n =
100 by varying γ together with the value of γ defined by the DP based on
Corollary 4: γDP = 1/2

√
n ln(3/δ). We define with γ∗GC the γ which minimizes

the estimated generalization error based on Theorem 4. In Figures 1(b) and 1(e)
we reported the estimated generalization error of the CDP (Corollary 4) and
CGC (Corollary 5) together with the percentage of improvement of Corollary
4 over Corollary 5 by varying n. Finally in Figures 1(c) and 1(f) we reported
the estimated generalization error of the CDP (Corollary 4) and Theorem 4
where γ = γ∗GC by varying n. From the reported results it is possible to derive
two main observations. The first one is that γDP ≈ γ∗GC, which means that
the γ defined by the DP is very close to the γ which minimizes the estimated
generalization error of the GC based on Theorem 4. This means that we can
avoid the optimization of γ studied in [12]. Because of space constraints we
cannot report all the experiments but also varying δ, n or the data distribution
the property still holds. For this reason we think that in the future it will be
important to study this property for better understanding this quite interesting
result. The second observation is that the generalization properties of CDP are
much better than the one of the CGC since the estimated generalization error
of CDP can be almost 40% better than the one of the CGC, beside improving
the rate of convergence as described in Section 3. This is again something that
needs to be better investigated in the future on real world datasets in order to
test, in practice, the properties of CDP and CGC against other state of the art
algorithms.
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Fig. 1: Performance of the different bounds over the simple example.
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